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Abstract:

The development of technology in the telecommunication and information technology
fields plays an important part in the spread of information via internet. Attacks and risks
are vulnerable to such environment where users need to be warned against these risks so to

protect and save their information.

The aim of this research is to evaluate the investment of Information Security Management
System for Telecommunication and Services sectors in Syria, where implementation of
Information Security Management System is a priority, due to the sector's reliance on
computers and Information Technology to run business and provide high reliability

services to their subscribers.

The information security department in the Syrian services and communications sector is
exposed to many risks and threats due to its reliance on the Internet in providing its
services. On the other hand, the difficulty is manifested in the inability to cope with the
security measures against breaches and threats through the rapid development of modern
methods used in attacks on information security, and also the weakness of existing
legislation on the ground, whether at the national or international level, with a marked
slowdown in the adequacy of existing legislation to reduce information security

infringement operations.

The research concluded with several recommendations, the most important of which is the
formation of a working group that adopts requirements for implementing Information
Security Management System and works to meet all of its requirements and support its
investment, and focuses on the role of the human factor as one of the most important
threats of Information Security and at the same time the essential role that it can play to

reduce attacks and attacks through continuous training to keep abreast of developments in

this field.

Keywords: Information Security, Information Security Management, International

Standards for Information Security, Information security legislation .
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Access Authority | An entity responsible o Jopuad) QLS | J saa gl) Aa
for monitoring and Gladla i g 48 ye
ti 5yl -
granting access . 1 lgall J gam )
privileges for other ]
authorized entities. )
Access Control The process of granting bl by 5l J g &b Sl
or denying specific o Laldd dea J s gl

requests:

1) for obtaining and (obs) e Jepasli (1

using information and 5 Lealadind 5 Cila glaa
related information :
J REIIRN
processing services; and . e J;‘:?j .
2) to enter specific aliie ) Jsaall (2
physical facilities (e.g., el Jia 3oasa dgale
Federal buildings, s el e sSal
military establishments, ol L 4_: |
and border crossing b 7 7
entrances). A sl
Accreditation The official doan s HlaY) HI A aladel/ jlaa)
management decision 53 &N aad e yolia A& gall
given by a senior Al Lo 2 Llal
agency official to ij s e ;&‘}du
authorize operation of c’ T ’
an system and to Al e Jsalll  Slasles
explicitly accept the Al Gllee a2
risk to agency & L) 3_lalaall Al
opera.ltions (inc?luding el ol Ll @l
o i | e i
u - .
’ ’ 2l e gia J
agency assets, or F ,“Le-_y 7 Léf}m
individuals, based on Ao gana Gl e

the implementation of
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an agreed-upon set of

Y Sall pualic

security controls. e aiall
Accreditation All components of an cabh " st e S| dladeY) agaa
Boundary information system to "oy peadll laa)

be accredited by an il S (e Ao 68 pall

authorizing official and Lo el il lae eU_é..‘a

excludes separately o o i

accredited systems, to S 4‘»’1‘: 438) 5all o

which the information Jaaly dabail (e Juaidia

system is connected. e slaall alai Ley
Accreditation The evidence provided | ak g ) dedial) 2V | alaie V) il
Package to the authorizing Moy il laua)

official to be used in the flee 8 Lealadin

security accreditation :\;3‘ }d\ U ol

decision process. L J{ﬁ f -

Evidence includes, but Ay el euati AziaY)

is not limited to: ol s JEal) Jas e

. pasll

1) the system security alaall FRAPIRY a

plan;

2) the assessment 3 aball anail) il (2

results from the security ‘s;m‘y\ Shsill e

certification; and i

3) the plan of action Als) a5 Jaall dad (3

and milestones.
Accrediting Official with the Loy ld sl dgall | alaie ) dga
Authority authority to formally g 58 of Al

ibilit . c N e
assume responsibility e sle allas Jandis e

for operating an
information system at
an acceptable level of
risk to agency

e Jsia 2 Gauia (aza
A Gllesy 3 )ALl
Ll Jadiy Loy Aipma
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operations (including
mission, functions,
image, or reputation),
agency assets, or

Leislaan 5 Lgdilla g
) ALY Leinan
Lo pusia sl Lgd sual

individuals.
Attack Signature A specific sequence of e Adulivia de gana a9 dara
events indicative of an S ) i 1Y)
unauthorized access e Jseasdlglae
attempt.
e g e
Attribute Authority | An entity, recognized A loasidga | (e @8aill A
by the Federal Public A aall ciluld) ailias
Key Infrastructure Lol i el 1 sell
(PKI) Policy Authority A, Ll ol
or comparable Agency T
body as having the Led 0589 Symy Allas
authority to verify the G855 e (Baal) ddalus
association of attributes 498 e palladll
to an identity. AT
Audit Independent review and and g Alfiie daal ja (el
examination of records il ddaio¥) y andll g
and activities to assess . . T
M alaill iSai jualic 4
the adequacy of system il g e 2501
controls, to ensure >
compliance with Gle) a5 bl
established policies and | Ul s ¢8jaall il
operational procedures, L Jes Alua gl
and to recorlrllmend ' b I ya (e (5 5 pm
conteols, policis, or oSl st
’ ’ Sled ay o clald)
procedures e
Audit Data Chronological record of sy U dan | Gl iy
system activities to sale) AlSa) b gl ol Uandll
le th AL L
f;lj:nit:'uition and o ow
Al sl 5 Eilaal)
examination of the Sl 5 sy
e o laag d

sequence of events and
changes in an event.
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Audit Reduction Preprocessors designed | W [ERIRTS IPLRGHEN F D) i & ol
Tools to reduce the volume of Bl aaa addl S8l
e | s,
A ) dma) yall Jagus
review. Before a A3 Al all s .
security review, these Al all o) sl d.:s
tools can remove many o8 anlaiod A4iaY)
audit records known to Cre il A) )l sy
have little security andll 5 gl ¢
ignifi . Th TCIET
ols generally remove | | Oz 180
N . L_LQ; ‘ - i
records generated by b'\i H:SJ ST 3 T
specified classes of ‘d“J}" Le sac ‘—’\ﬁyl
events, such as records Gl (e Baassa gl 50l
generated by nightly aaill) s ells i
backups. 'G.....'d\ Gllee e
A gl aliay)
AL IS el b s

Audit Trail A record showing who A8 (e o gy o | 5 il Ja
has acces:sed an A HUas ) Jaall Ll yal)
Information G Ellaall 5 Cila glae
Technology (IT) system | = . G e i L8
and what operations the e N ¢
user has performed e
during a given period.

Authenticate To confirm the identity | dimadga duga e XW |/ o 3hay
of an entity when that A sell el a3 e | ysa (e (3Ea
identity is presented.

Authentication Verifying the identity 3 sa daa (e XU / il

of a user, process, or
device, often as a
prerequisite to allowing
access to resources in
an information system.
The process of
establishing confidence
of authenticity.
Encompasses identity
verification, message
origin authentication,

Omeddiied) aaly alal)
3oeaY) sl cililaall
2l sale @lld o &
a5l lend) cilallaia
(2 3 sall 3 ) sall I
LCra Cila slaa ol
a5 A8 uanlli Bl
4 sell daua (e i)
haa e gaaill

e gl
4 el
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and message content
authentication. A
process that establishes
the origin of
information or
determines an entity’s
identity.

ilec ) gina s Al
Ddan aaat ) caags
A A sl lasladll
L

Authentication A cryptographic lea padn dlalas Gl B jad
Code checksum based on an Al daks Sle adind L sedl (e
approved security 28) 5o Leiliy yilea
function (also known as L
9
a Message P o T o)
Authentication Code (Gl Al
(MACQ)).
Electronic The process of & Agl Sl dlee e (saaill
Authentication establishing confidence ol peadiiall il sa Lo S A sl
i identiti ) T el e
in user identities alatt L g €0 s
electronically presented e e
to an information =
system.
Authentication Hardware or software- | 5 j¢a¥) e aaiad clll | (e Gaaill 4
Mechanism based mechanisms that R 4 Cuny zal Sl o A sell
force users to prove .y ® o e
<l A beall
their identity before d ' ‘:J;‘ S; "
accessing data on a }m j &.“}A
device. csle a5 all “"L’w
RBYEQYIREN
Authentication A block cipher mode of A Jaadd dmiia g | (38Tl dymiia g
Mode operation that can LeiSay (pre ey lld L sedl (e
provide assurance of dysh & AE oy
the authenticity and -
i R |t (PR RV
therefore, the integrity o '? ¢
of data. ) Jalss
Authentication A well specified Joles Hl1 Jals Alae JsS gy
Protocol message exchange

process that verifies
possession of a token to
remotely authenticate a
claimant. Some

LDA (5 s 48y Badaa
Sl Asia (e (33
5 el sl aal

g e 38l (ya yay

e
el
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authentication protocols
also generate
cryptographic keys that
are used to protect an
entire session, so that
the data transferred in
the session is

@A il 4y 98 (e
pad ae Jaladll callay
QY S ¢ ey Cxa
e/ .o f. ..~ BTN @3&

5 5 ) s leall il

cryptographically Gl g alail) aa Jaladil)
protected. 4 gaiall bl oy &
doana 3yl el YA
Authentication Tag | A pair of bit strings Judid) e a9y | Graadl) Adle
associated to data to Ll ddasi ye dpaill
provide. assurance of its i) e SHN
authenticity.
Authentication Authentication Aalial) aadl) Cila glza Jaall eyl
Token information conveyed daa e iadl oL Oy Ea
during an authentication p .
4 5¢]) 4 ¢l
exchange.
Authenticity The property of being Lol 55 of daala daala
genuine and being able Sy g pe saaill Jld 48l aadl)
to be verified and . e IMA e Les il 5
trusted; confidence in Ol 1 4 el
the validity of a Jfliee
transmission, a Lebe pas Al
message, or message
originator.
Authorization The official danyll 3101 ) 48 o al

management decision
given by a senior
agency official to
authorize operation of
an information system
and to explicitly accept
the risk to agency
operations (including
mission, functions,
image, or reputation),
agency assets, or

53 K sl e jabiall
Aaiey Lo Al Lilal)
i Jts e 4381l
4le Jsall 5 Sl slea
o L) 5llaall Al
Leilda 5 5 Lgill ) el

) (Winans s Lgislaaa
el Lg gasia sl Ll gaal
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individuals, based on
the implementation of
an agreed-upon set of

Y aSadll jualic

. . é.~ L—é g ‘
security controls.
Authorizing Official with the (L)) Cabagall | laa) als ga
Official authority to formally o L J g pmsdll il
assume re§p0n51b111ty e sle ki Juad
for operating an o i 28 e ¢
information system at U‘: ) }m “ "‘_"
an acceptable level of A Cllery 3 hlal)
risk to agency Ll ) Jady Lay) Aipma
operations (including il aaa g Lgailla g
mission, functions, &) ALaYU (Linan 5
image, or reputation), L ucie 51 Ll gua
agency assets, or T
individuals.
Synonymous with
Accreditation
Authority.
Authorizing Individual selected by calh oo Ay el d | Hlaa) gaia
Official an authorizing official Janll g il laa) il
S EE
4y 9 pall ddaiil)
carrying out the . :{} e 3
necessary activities I df"j“"j‘ °L:"‘ A stlaal
required during the nY el aldie )
security certification ol slaall dalail
and accreditation of an
information system.
Automated Key The transport of sale) yudlill seiilia Ja SV Jall
Transport cryptogr‘aphlc keys, a3l (5_jidie 43y Hlay Z liaall
usually in encrypted Jie A 5 €0 il
form, using electronic i
’ S ) il
means such as a A o u j
Y S 585 0 b Jad)

computer network (e.g.,
key transport/agreement
protocols).

Ay il Ui Jis

-71 -




Automated An algorithm which Ll o 685 daa ) )l 55 LS A ga
Password creates random 400 sdiall 5y ye cilaS S5 al)
G t ds that h R . i
enerator passwords that have no ] sidasi e e
association with a .
particular user. o=
Availability Ensuring timely and s sl A&l cpe XUl | 4 6335 ) il
reliable access to and il slaall ) deaal)
use of information. i 8 Lealadind 5
sainl U 5 canlial)
Information Activities which seek to | sl i Al oy Cpels <
Security focus an individual’s & s se N BN e glaall
Awareness attention on an e e K
(information security) Bl S
issue or set of issues. el gt e
ila glzal)
Backup A copy of files and Clalal) pe dds | Addaliial A3
programs made to Galee gl el yall 5
facilitate recovery if Ua dela puyl
necessary. . ; ' )w
35 pall
Baseline Security | The minimum security alie e SV sl | o (A aal)
controls required for 40 slaal) dieY) ASal) AV
safeguarding an I.T PRI TN
system based on its L Tl -
identified needs for o u“ -
confidentiality, integrity | baxaall Claliadl
and/or availability I/ 5 JalS3 5 4 s dglaal]
protection. Jaa dadd i 654 ) el
Al
Baselining Monitoring resources to a1l 3 ) gall 48] e a8 )l
determine typical A REECROY{ RO Laliall
utilization patterns so ) Ay CadS Cangs byl

that significant
deviations can be
detected.

3_abaall
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Bastion Host A bastion host is gai Ales Hlaa s | Canaall Slea
‘prlcally a firewall allai e ayuati 5 andll
implemented on top of o) (5 ya i
an operating system ST T
)} Lauad
that has been specially O b MUS" 2
configured and Slangll o slie
hardened to be resistant
to attack.
Behavioral What an individual who | &5 (add (e a8 54 L iliasall
Outcome has completed the o 4l Lala Uy A
specific training module L La 353 5a jledal
is expected to be able to ey Lo
accomplish in terms of o u . UA :)p
IT security-related job (il sll oelal J3A
performance.
Binding Process of associating (R paic aa alac L)l

two related elements of
information. An
acknowledgement by a
trusted third party that
associates an entity’s
identity with its public
key. This may take
place through

ralic e (pha

e Gl gie ) Cila slaall
o 55 50 b iy
Apma dga 4 oa Loy
A el il ey
kel oy O (S gl
AR (e clld

(1) a certification

G o8 Aa WL (1

authority’s generation 7l 3algd laaly
f a public k .
0 a‘pu ic key el
certificate,
(2) a security officer’s el cals ga AL (2
verification of an Jsaa by (e gaaily
tity’ tial I . « .
N B
dgal) Sl aladl el
entity’s public key and T ? i
identifier in a secure sac8 (A s ) &
database, or ) Al iy
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(3) an analogous

cslYl el (3

method. sl
Biometric A physical or Sl o e s o> oild
behavioral 3 5m olaiY) C) jaaa (g
Iclharact;ri.stic ofa ERNEHOR R
uman being. A oxy g ..
Lall aLE _ad )
measurable, physical = T,
characteristic or e (7 pan
personal behavioral trait ) allall ande dpadd
used to recognize the a0 Lgia (gaail)
identity, or verify the @L“y‘ Claay g 4a )
clairTled identi.ty, of an ALal ya 2SI zilay
applicant. Facial Ay geall Ll
images, fingerprints, SR =B
and handwriting
samples are all
examples of biometrics.
Biometric The stored electronic Gl slaal) b o ila glaa
Information information pertaining 4 3a A g iSIV | (g gandl L)
to a biometric. This Lia . .
. . . S b (o pad
information can be in JS5 8 s 5 ¢
terms of raw or . .“f o ] J:"'"
compressed pixels or in s A saa sl pla Ll
terms of some panal JS4 4
characteristic (e.g. k) Jia pailadl)
patterns.)
Biometric System | An automated system (le 8 Q‘ alas il alas
capable of: & s
1) capturing a biometric dae e Jeasll (1
sample from an end axiunall (e Ay s (el
user; gl

2) extracting biometric
data from that sample;

by adaiul (2

Al (e (5 saad) (bl
Ll
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3) comparing the
biometric data with that

A S e 3
‘_g SJ};)A\ gﬂﬁ.\ Lﬁ).-.‘aj‘

contained in one or )45\ j z 3 gad
more reference

templates;

4) deciding how well Jilall g2 s (4

they match; and

5 Legin

5) indicating whether or

O3 L s YT (5

not an identification or O saal) sl Ca gl
verification of identity KT
has been achieved. ) .
el o jlad)
Biometric A characteristic of il slaa pal 53 2a] L8 73 gal
Template biometric information Jualii ) (5 saal) bl &
(e.g. minutiae or "(m J< i
patterns.) '
Blended Attack Malicious code that i a5 0 | LaBidl) gl
uses multiple methods S il 32 PREG:
to spread. ) o i) e
Block Sequence of binary bits Cull Clas g e el i
that comprise the input, Al s Al
output, State, and Al « Cila 2l
Round Key. The length Jsh Z\_\;&.li“xdl ' “u\}
of a sequence is the T Ch“\j ?
number of bits it 222 g Jududl) ey
contains. Blocks are A Gl Slas g
also interpreted as Qi gl i Leiaay
arrays of bytes. 48 shina gl s L
ol Slas g (g
Block Cipher A symmetric key 3 halile yadidne )l & el e

cryptographic algorithm
that transforms a block
of information at a time
using a cryptographic
key. For a block cipher

il slaall (e alld J3a
:\Am&\}&j‘:ﬁ
SPACENSFPRUE:
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algorithm, the length of
the input block is the
same as the length of
the output block.

o) g AN S
Sl Al Qlld J gk

Block Cipher A family of functions Il (e de gana YIRS
Algorithm and their inverses that is Ll s 5 dplusal) el el
paraf[neterlie.d 11{9y ath Lul_uu W 55 (5
cryptographic key; the T .
385 ~liaa aladiuly
function maps bit i $C e.., o
strings of a fixed length asady dllall o 585
to bit strings of the (e 2 Jsha ld Al
same length. il )l Gilas
o L ) las g e
Jshll
Boot Sector Virus | A virus that plants itself | 4udide) ) paghy ugnd | glad ug
in a system’s boot allad Jaas tua_a, Jala Lia sl
sector and infects the ] .
master boot record R B
Lt ) Jaail)
Boundary Monitoring and control | & aSxill g 448 ) (4 39 Alea
Protection of communications at asaall e cylasy) allal)

the external boundary
between information
systems completely
under the management
and control of the
organization and
information systems not
completely under the
management and
control of the
organization, and at key
internal boundaries
between information
systems completely
under the management
and control of the
organization, to prevent
and detect malicious
and other unauthorized

Aalail oy e 1Y)
Laalall il gladll

A 5 laY JalSly
Sl A dalaie
aads Yl daday)
S Leilh 55 L3y
) ALY (Jals
3l o lagaa 2
plad (Al Aglalall
roadd Al Gl glaall
Sl 4455 5,15 Ll
Y glaa Bl

e g A4l Jleasy)
X 5 g2 7l
Il il 5 Jlantin)
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communication,
employing controlled
interfaces (e.g., proxies,
gateways, routers,
firewalls, encrypted
tunnels).

Jie Lo oSl (S
Jsmasll il 505 ISl
Ol s Slga sall
5l ol gl 5 Aleal)

Boundary Router | A boundary router is P e SRR NS ENENP Jlail 4a ga
locate'd at. the e Jatall Jlas) Jalas g EN
organizations boundary foa A 400
to an external network. o '

Brute Force A method of accessing Jsaall A slaad o gl iy ,h

Password Attack an obstructed de‘vice il 5 5eayl sl Sl | b el
thriggil atten;ptlntg DA e e Jics Sl asagl
multiple combinations .

- |

of numeric and/or Y sl g“);‘ s30all Al
alphanumeric Dsa el aladiily
passwords. (e e zendde il

Buffer Overflow A condition at an Juany) slE d ks yh 5 SI3 Gl )
interface under which 3e puiag DA e Sy | gl oy Al

more input can be
placed into a buffer or
data holding area than
the capacity allocated,
overwriting other
information. Attackers
exploit such a condition
to crash a system or to
insert specially crafted
code that allows them
to gain control of the
system.

& A e S
OadiaY daiada ddhic
LB G55 Lay il
A e A A plaginy)
e staall Jlagin

Teade B 53 g5 ol
Al O saalgall pasdiy
5l alaill Lalawy Lo i)
A3 dald &l el iy
Alle 3 lea Ladlae)
e sl ) e
A aSall g alaill
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Buffer Overflow A method of 2 3 Jraatll gl | ) el p el
Attack overloading a daliee Jal il | o33l 5 803

predeﬁned amount of Halia 3 ales 5038 a cdgall

space in a Puffer, which 53 Lae ULl Laia

can potentially § j

overwrite and corrupt ol S sl )

data in memory. (s B 5> sl AN

Lew a3 55 813

Business The documentation of a (e Ae gana (3 60 Llaallddas
Continuity Plan predetermined set of Slel jal) s ciladaill | &) jainl e
(BCP) instructions or S Cia ] Tal 3a2) Jesll

procedures th?t déscrlbe Jeadl il y e lial

how an organization’s . |

business functions will s dipna dalaia Jala

be sustained during and obd JIs Gigas aay

after a significant

disruption.
Business Impact An analysis of an alai oty Lol Jalat | lallaie Jalas
Analysis (BIA) information technology Oy ola glaall Ay sl shll

(IT) system’s cillee 5 il

requirements, i Z\SJL\SA U_’G')&j

processes, and T

interdependencies used oadale Cpa i

to characterize system 4 s lllia (ge aldail)

contingency g Al 4 byl ne

requirements and
priorities in the event of
a significant disruption.

Business
Recovery-
Resumption Plan —
(BRP)

The documentation of a
predetermined set of
instructions or
procedures that describe
how business processes
will be restored after a
significant disruption
has occurred.

O Ao senal G150
Giled jal g Glagladl)
A Gt Tala 30aa4])
2y Janll 48 ja 3aleial
ek JIs & s

salain) 4dad
Jazll 4S8 a
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Capture The method of taking a Se J panll G gl Lolail)
biometric sample from O3 6 s el A
an end user. i JETEPRET:

Cardholder An individual dalday Al e il | AU Jals
possessing an issued A sl aaail dpad
Personal Identity
Verification (PIV) card.

Certificate A digital representation | i oy Cillall a8 ) JSG dad )y Balgd

of information which at
least

b e J8Y e

1) identifies the
certification authority
issuing it,

GEA T w1 (1

ol & jaal il

2) names or identifies
its subscriber,

Led S idiall elad (2

3) contains the
subscriber's public key,

A sl W ad) (3

4) identifies its
operational period, and

OS5 (Al 3l s (4
Aalla salgdll elli (DA

Jall

5) is digitally signed by
the certification
authority issuing it. A
set of data that uniquely
identifies an entity,
contains the entity’s
public key and possibly
other information, and
is digitally signed by a
trusted party, thereby
binding the public key

&5l Jasy (5

G sill Al 5 1Y)
salgadl) @yl )
S L (e A sane
) e JSy s
il Cusg aal 5 LS
AL W) Al e
055 Ai8an 5 A
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to the entity. Additional
information in the
certificate could specify
how the key is used and
its cryptoperiod.

Leale (3aias Al I
Ells Gyl (e L
Ly el agle 540 (35 5e
LS ety el Uil
& Al e slae llia
O (S Aal )l 30l il
EECERIREL VLD B

B3 g Zldall alasinl

Vo ar

RIPC

Certificate Policy
(CP)

A Certificate Policy is a
specialized form of
administrative policy
tuned to electronic
transactions performed
during certificate
management. A
Certificate Policy
addresses all aspects
associated with the
generation, production,
distribution,
accounting,
compromise recovery
and administration of
digital certificates.
Indirectly, a certificate
policy can also govern
the transactions
conducted using a
communications system
protected by a
certificate-based
security system. By
controlling certificate
extensions, such
policies and associated
enforcement technology
can support provision
of the security services

Sl e e UG
pe e s B laY)

Gl A5 yiSl) SO Lalas
saletll 5l oL

Als ellad A )

JS il 33l

adad yall o) il

el yaiul 5 b jlaaly
Leilibonn 5 Lemy 5 53
Loh) IS 5 Lgtalaial
Sy pdlae e JSg
ol A ) salgdl) Aulud
el 8 oS
YLl aldaiy 3 jaial)
A e dlaall Al i g5
Sle 2ainy al allas
A (e Aad ) 3alg i)
Y] L aSall
Cale il Aala

Gl Sy da all 408 )l
labay Loy Cluladl
Ll g dayliall 458 e
Gleadld) Hulas aed
Lgallat i) Apiay)

saleal) Aulins
IR

-80 -




required by particular
applications.

Certificate A Certification Lua ol 5553 A% 5 5la) Aia
Management Authority (CA) or a i Clalgdl)
Authority (CMA) | Registration Authority dad )
(RA). ’
Certificate-Related | Information, such as a ddlas e Alaglaa Ol glaa
Information subscriber's postal Jie daad ) salgill idasi e
address, that is not & idall gy ) ) giall ety
included in a certificate. . m L i
May be used by a i ¢ i - ’
Certification Authority 5y i) S (ppme
(CA) managing Aad )l clale )
certificates.
Certificate A list of revoked public Zlial) lalgd Aaild | claledl) Al
Revocation List key certificates created D) &5 Lald) sladl | slalall duad )
(CRL) and digitally signed by lgule a5l 5 Aailal) el
a Certification i A Aand o Lo
Authority. (OHH R > A
Certificate Status A trusted entity that Agidad 34iee LS| Adla pasi i

Authority

provides on-line
verification to a
Relying Party of a
subject certificate's
trustworthiness, and
may also provide
additional attribute
information for the
subject certificate.

&S skl il JS5
e i) Anilsal

4aad ) Balgd Aflaas
s Ll Loy ) 5 daae
Oe Adla) Gl slaa
oaadll daaldl) salgdl)

A 1) 52l
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Certification

A comprehensive alie JS Jald anss G

assessment of the A 1oyl A ) g WSal)

management, Jala Al oAbl

operational, and . T
ey Gl s

technical security " 3 beshee e

controls in an 48| gall o dﬁ“fﬂ

information system, S 1T (a ya AxieY)

made in support of pSaill yalic Gaai

security accreditation, lelae (sa s Laalis Gagdas

to de};[fer}rlni;:e the ex‘;ent 52 gumiall 44y ,Lall (R

to which the controls

) 3 | alinll Leaaas

are implemented DP ! & S 2

correctly, operating as el el il 203

intended, and producing

the desired outcome

with respect to meeting

the security

requirements for the

system.

Certification Agent | The individual, group, Sie sand) SloLdll | sl S
or organization oo A g sl dakaial) Y
conducting a security
certification.

Certification A trusted entity that Dlaaly o 93y 358 90 LS Ga gill A

Authority (CA) issues and revokes Ll culalgd ¢l
%11th };:}y 'certlﬁcbalt'es. SRS ey Lal)

e entity in a public e me

agiadl) ) 83 J

key infrastructure (PKI) | =~ 7~ & oI5 “’Mj

that is responsible for s dus olal) Ul

issuing certificates and | < edll Hlaal 43 5 s

exacting compliance to | Ay ol Y (1 bl

a PKI policy. Al ~Uiaall dgasl dgl
Certification The collection of 5 eaYl de sans A (38
Authority Facility | equipment, personnel, Cile) yaYl g uils sall G 5al)

procedures and
structures that are used
by a Certification
Authority to perform

[PRRENA g | i WA
JhaaY @ sl A
Laclad) g ol saled

-82 -




certificate issuance and

revocation.
Certification A statement of the el Gl jladdl (Ble ) | A Hleas Gl
Practice Statement | practices that a ‘ﬁ G el A Waas | s 6l Jlac]
(CPS) Certiﬁcat'lor'l Agthorlty Sy ) Ju

employs in issuing, 3 . L

suspending, revoking el pans ) 1)

and renewing DA G Al

certificates and % L) J a5l Ai1S)

providing access to SIS Ame clullaia Jla

them, in accordance 3aledl) Al 8 3a2aal)

with specific el M w1

requirements (i.e., e

requirements specified

in this Certificate

Policy, or requirements

specified in a contract

for services).
Chain of Custody | A process that tracks JHall AS a4t dylec dalia Al

the movement of Ailen g dzan P& e Jalal)

evidence through its
collection,
safeguarding, and
analysis lifecycle by
documenting each
person who handled the
evidence, the date/time
it was collected or
transferred, and the
purpose for the transfer.

o5kl B s Jidaig
b JS 5 58 ddal 5
SIS 5 ypilly o gl

sl Amgan i g g oy S
WISy ia il 4l
.Jadl)
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Challenge- An authentication sty Gaual J S g9 p JsSsig
Response Protocol | protocol where the gl e Jgpanall 4 el s e
il RIS s
8 Al bl Calia )
(usually a random value v
or a nonce) that the Al a0 ) 52 o 58
claimant combines with & jida pu pe J)gudl
a shared secret (often ) e 2y Bale)
by hashing the L) ad sl (Lu Sl
ogctnen t gonete || S A I
‘ﬂ . % e \
response that is sent to e ‘stﬂgff;
the verifier. The verifier JIall sl ple
knows the shared secret | 38 e 4Say 5 & yilall
and can independently et )i g Jeia J<0
compute the response O L ) LAYy
and compare it with the 3 Gl Cals
response generated by L .
winy alay) cisidag
the claimant. If the two e Lf:m R
are the same, the b s 8 lhall cala
claimant is considered Gaual e J sanl)
to have successfully 055 Ladie 4y 4ol
authenticated himself. 3 e & jidal J) sl
e | e it
T Ui 3l 6
such protocols are oo S }’ o ui
generally secure against ) A Ole¥ly s
eavesdroppers. When 13) Ll sl ey glaa
the shared secret is a S yidall Jad) S
password, an S5 e ALK
Za‘wes;irc?pper doeshnot i ns Y bl
irectly intercept the . . .
Al g3 pilia pdl AalSY
password itself, but the 3 2% ):J
eavesdropper may be Jyaall ol Lay
able to find the PR g A e Lle
password with an oft- O ) ALK prednl]
line password guessing ASuall Jlasy)
attack
Chief Information | Agency official J g smal) S ) Cals oo glad )
Officer (CIO) responsible for: e il glaall

-84 -




1) Providing advice and
other assistance to the
head of the executive
agency and other senior
management personnel
of the agency to ensure
that information
technology is acquired
and information
resources are managed
in a manner that is
consistent with laws,
executive orders,
directives, policies,
regulations, and
priorities established by

B g danaill elas) (1
AS 5l G )1 O 52l

e Cr AV (sl
KUl Llall 3 oY) o) <
)l 5o i 55 Sl slaall
e 38 s JSy )
2l el Y1 5 il 581
Olalill g Olaaledl) g
) il sl Y5 sl
ANl Gy Wb )]

the head of the agency;

2) Developing, gt g Ailua g 2lae) (2
maintaining, and Aila slaa Ay guka
facilitating the Jals JalSlly aus dad
implementation of a ’ u@ K

sound and integrated
information technology
architecture for the
agency; and Promoting
the effective and
efficient design and
operation of all major
information resources
management processes
for the agency,
including
improvements to work
processes of the agency.

Jad aranai L33 (3

dﬁ Tt S“. Sear @)Lj
i 1) e sleall 3 ) 5a
Ot lly 8 Ly
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JAal Jaaldl Q\;\ﬁj

Al

Cipher Series of ) 3 gl e Al | ae il dolee

transformations that & s BUSIEAR PR

I't l i t t t we . e .
c9nve sp alg ext to ~lia L Ll
ciphertext using the .
Cipher Key. e

Cipher Block A secret-key block- PRGN EPUPEET] el QI8

Chaining-Message cipher algorithm used S i s o e 3 |35 - Juslusal)

Authentication to encrypt data and to bl jids b Gaaaill

Code (CBC-MAC) | generate a Message ol sl o] \ ol
Authentication Code < . f)m d 7 2 )
(MAC) to provide o a4l lej‘ Adlly
assurance that the Al 1l 48 65 5a (e 2SN
payload and the Ul e Ll gina g
associated data are
authentic.

Cipher Key Secret, cryptographic S il #Ua | e il ~lida
key that is used by the e A8 derdiug
Ko | e e s i

S g Ailaial) mailaall

Round Keys; can be :} 4_15 & i
pictured as a 48 gheadS 1o ) guad
rectangular array of Glas 5 (e Aot
bytes, having four rows da el el
and Nk columns. Mae pé e 5 Chga
sV

Cipher Suite Negotiated algorithm palic Gede gaaa | el A

identifiers. Cipher
suites are identified in
human readable form
using a pneumonic
code.

oall Ltia ) 5
PO~ SR 28 (5 ™

8e 5 e A8 yhay e il
88l alaainly by
Lo SX (S 43
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Ciphertext Data output from the e bl ila 3 e il (yad
Cipher or input to the Ledaae 5 ae il dlac
Inverse Cipher. el dlee 3
[ sSxall
Claimant A party whose identity O 8t Al ekl |/ callall ande
is to be verified using JsS 555 aladinly 4% 58 el
an authentication . . .y e
protocol. An entity JA ﬁu\fﬁ Az-i
which is or represents a o= R -
principal for the ol el et )
purposes of 4sel) (e el
authentication, together ailds I ) ddleayl
with the functions bl Jals bl )
1nvolvefi 1n' an S ead) paal
authentication exchange o )
on behalf of that entity. o= 4_"1:“” Joadl 5232
A claimant acting on 1o O g N
behalf of a principal 4o U ClaSlally
must include the Gl Jals A g g pall
functions necessary for | il Juw e Gaaal)
engaging in an 2SN iUl DGl
authentication . .
exchange. (e.g., a O e o ally sl
smartcard (claimant) oall painll e 5y
can act on behalf of a Al & Lt )l 58
human user (principal)) Al
Classified Information that has Te iy Lgdyia A3 Slaglaa | 4 o Sl glas
Information been determined A shanll o al e ddiaa/

pursuant to Executive
Order (E.O.) 13292 or
any predecessor order
to require protection
against unauthorized
disclosure and is
marked to indicate its
classified status when
in documentary form.

IR gl s 13292
A dglaall [ x4
4z radl e i
(s BOLERU W St oty

e a2 Ly yu

A5 LS it
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Client A system entity, usually Cnra allad A S N Caaldl
(Application) a computer process lae S lasale ( Gk /zali )
acting on behalf of a Se Al Jent A gula
human user, that makes Ayl Ll s
use of a service o )A o
provided by a server. ] e s Cus
a g Sl cleadll
(e A
Cold Site A backup facility that L aual dokaliial sliie b ad ge
has the necessary A oS Ol jagad (e ks
electrical and physical sliie o oSl duala g
components of a . .
computer facility, but et L'_’}:w =l
does not have the Psmlalljenl o
computer equipment in | =iul o a8 5all S
place. The site is ready | < gulall 3 jeaf Judiny
to receive the necessary s Jla g abal
replacement computer e Cpe M\ )
equipment in the event . .
that the user has to ‘5“:”)3 \ "_’}f Ll (e
move from their main i AL e )
computing location to
an alternate site.
Collision Two or more distinct alie (o STl o) plal/ s jlad
inputs produce the same el I A aal
output. ala )5-‘5\
Common Security | Security control that S Al Al AE N | Ay A )
Control can be applied to one or )_,5\ o "q;\ 5 e el A8 yidll
more agency S 5 e sba dalail (pe
information systems dalls it
and has the following o= i Hm”uﬁ;
properties: A
1) the development, i) Saall (0 (1
implementation, and ol g L5y gl
assessment of the Cals g I 448 )

control can be assigned
to a responsible official
or organizational

)a\.k; .J;i }i d}jm
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element (other than the
information system
owner); and

pldai el jue) Aadaidl)
5 (Gl sladll

2) the results from the
assessment of the
control can be used to
support the security
certification and
accreditation processes
of an agency
information system
where that control has

2l alasiul (e (2
G 5il) a1 348 ) anis
438 gall Slaic 5 ey
Lalall clleal) e
AN 5l il glae allaiy
L Al 3k 5

been applied.
Common A dictionary of clau) paay (g gald <l Al
Vulnerabilities and | common names for ol Rl ey ALl Shlal
Exposures (CVE) | publicly known IT il ghaal) Aakail 3 | daslall diad)

system vulnerabilities. ' - )
Compensating The management, A lay) oSl palie | WSl palic
Controls operational, and Jie 4l ¢ 4l PRELOA(

tec;hnicaldcontrols (i.e., Jalse 5 44l Il el jal

safeguards or . .

| ahy ) A glaal)

countermeasures) M ‘w "d ‘L.U

employed by an Ge Y dalie Jala Ly

organization in lieu of e sall Sl jualic

the recommended e Y aall <t e

controls in the low, u_u‘y\ Saill yalic

mode.rate, or high S o gial g jmddiall

security control 5 o i iyl

baselines, that provide “‘.)zﬁ > uf‘)u @j

equivalent or 4dlSa 5l 4 luse 4 2

comparable protection et Llesll (4

for an information Onza Cla slza

system.
Compensating The management, A lay) oSl palie | WSadll palic

Security Controls

operational, and
technical controls (i.e.,
safeguards or
countermeasures)

Jio 4l g bl
Jal s 5 i gl el sal
sl i ) e lial
O Y ddaie Jala Le

A Y]
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employed by an
organization in lieu of
the recommended
controls in the low,
moderate, or high
baselines described in
NIST Special
Publication 800-53, that
provide equivalent or
comparable protection
for an information

o sall WSall i
oo Y aall Ly
Y oSall jpalic

s da giall ol addiall

&85 sSAall il
=53 pdy palall ) sl

grall (e alall 880

i) 5 Gupliall i gl

DA G Sl B

e o 3w da 0

system.
AUail Aplaal) e
e slee
Compromise Disclosure of Gl slae e Zlady) el gl
information to SE salasy
unautl‘loriz.ed persons, Aaled) el ol
ora V.wlatlo.n of the Ly, i Ay
security policy of a . . i
system in which Sl u AT sl s ol e
unauthorized Ane Ay ¢ gus £ onh 228
intentional or Aad ye e
unintentional by (e Zlad!
disclosure, j la s j il
modification, L .
destruction, or loss of o5 LG_T‘M\ S el
an object may have A 2 L) g s
occurred. The pasaill il zilaa
unauthorized o la ye g3 Jsﬁmj\ e
disclosure, A jall Al bl
modification,
substitution or use of
sensitive data
(including plaintext
cryptographic keys and
other critical security
parameters).
Computer The practice of dalate lly pan | SUa) Jalsl)
Forensics gathering, retaining, Lo Blaia) 5 o sulally bl
and analyzing U.A\}.__i Jal e Leldat s gulal

computer-related data
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for investigative
purposes in a manner
that maintains the
integrity of the data.

Computer Security | A violation or imminent hd gt ol el el Aala
Incident threat of violation of e calulua) ellgily PN

computer security il o G gulall

policies, acceptable use i - | ‘ ]

policies, or standard 7 o C . f

computer security e Al Sl jlaal

practices. G sulal)
Computer Security | A capability set up for 3 BacLusall diyg 0 3 68 Jaldll 5 58
Incident Response | the purpose of assisting Gl eall Alain) &l sall aa
Team (CSIRT) in responding t(? glall el ddags all dsaYy)

computer security- AT

38 Lyl Lale allay sl

related incidents; also A ) d coo T L

called a Computer “"J\JA{ AataYl

Incident Response B SO QUEPWEN

Team (CIRT) or a Gl gal Alaiy)

CIRC (Computer LlaiaV 58 ol o gulall

Incident Response gl all Gl gal

Center, Computer

Incident Response

Capability).
Computer Security | A resource, tool, or all s slal ol oy ea cwal paie
Object (CSO) mechanism used to Ala e Llall A5G PN

maintain a condition of
security in a
computerized
environment. These
objects are defined in
terms of attributes they
possess, operations they
perform or are
performed on them, and
their relationship with
other objects.

o 58 A A Y (e
Cua gl Qulall e
ld paliall o3a
LSl il Gl 5al0
sl adE ) cilleall g
O Lgle 028 o L
& ALYl Cllae
ralially i8N
AY
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Computer Security | A collection of claad (e de gaaa | alie Jau
Objects Register Computer Security ol alic Cilay yaig | o gulall oyl
Object names and 2 sine s gulal
definitions kept by a e
registration authority. il L a2
Computer Virus A computer virus is G gaaladl (o g 8 4y e
similar to a Trojan Ay 32l b las PN
horse because it is a . oon . .
. 585 e (5 siag el
program that contains Lath 5o A s dadaa
hidden code, which TS p R
usually performs some ot il gl (g
unwanted function as a LAY A58 all
side effect. The main ool G
difference between a of sasalg b u\-m P
virus and a Trojan horse Jalsdgiaal 5 el
is that the hidden code . | .
in a computer virus can @L‘M" o u‘.j o
only replicate by él““” JAs e Al
attaching a copy of A gl w 4de da
itself to other programs AL Ll (s g Lay BY
and may also include an | L Jaas a5 Jal s
addltl(.)nal "payload" Aigmadag 5 jigi 1)
that triggers when
specific conditions are
met.
Confidentiality Preserving authorized 2 a2 Llaiayi A ) s
restrictions on S Jsa sl e dun padll

information access and
disclosure, including
means for protecting
personal privacy and
proprietary information.

Zlai) il sleal
Jls g elly 8 Loy Lgie
Oila glaa dgles

ALl 5 dpa suasll

o Fuald duad )
ol L) (s
Al e (lae e
32N (e agd 7 el
llaadl Ll
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Configuration Process for controlling el ) B pSaill dplac b Sl
Control modifications to 3 )Pm Gl il | Calalae /A
hardvare, i, |y i, | s
) - ‘ f e “ 5 . :.wx‘
documentation to s J‘fa‘ N T
ensure the information | <SGl sl 5 3¢ 3l
system is protected Cilaslaall alas 4lea
against improper Al Gl jedl) A
modifications prior to, Gk aey o LU S
during, and after system ..
Cns, AREATErsy il
implementation.
Contingency Plan | Management policy and | duliw (wadahdisile | (5l shll ddad
procedures designed to Jaasl 3 lal clel jal s
maintain or restore .
Gllee sla yill
business operations, o s ),-ui}
. . Glilae Lead Loy Jaadtl)
including computer ST T
operations, possibly at | < za0¥) e cpulall
an alternate location, in Glld g dan lSa
the event of Yl 8 dalaainy
err'lergencws,. system aUaill Lo i 5 (5 ) shall
failures, or disaster. =0 &l
PPN
Continuity of A predetermined set of Gladaill (e de gana | ) el dad
Operations Plan instructions or Lal so0aall calg ) Y s Lia il
€0l s o148
1 OTEAMZENON S 1 5 1t ) dlady) Cailla )
essential functions will . ..
be sustained for up to A o 52 30 B2l Abpa
30 days as a result of a Ja <l 5 45,8 &saal
disaster event before Ay Hhall ) 83 sall
returning to normal Liads 8 3alinal)
operations. sl
Continuity of The documentation of a (e Ao ganal 391 | ) jatul das
Support Plan predetermined set of Cilel yaY! s claglal) ac )
instructions or Lo b Ll Baasall

procedures mandated
by Office of
Management and
Budget (OMB) A-130
that describe how to

31y i€ Las
Eus A-130 4wl
dae ) paiul A4S s
Aot )l Glaglatl)
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sustain major

8 aladl acall dadaif

applications and general pha JI G o Ja
support systems in the
event of a significant
disruption.
Control Information that is ) A28 Sla glaal) | oSl e glaa
Information entered into a olaad il Bas
cryptographic module L 50l a yin
for the purposes of ) ’ N )S\
directing the operation °
of the module.
Controlled Mechanism that e aSall i dl & pSal)
Interface facilitates the Ay Ll il C das )
adjudication of different Jie) i e A e il
interconnected system ' T
2ila glaall 3805 8 AS) aaway)
security policies (e.g., = dsm""—u' e
controlling the flow of L e ol ) 5 0
information into or out (e
of an interconnected
system).
Cookie A piece of information PRUEN PL R DAL ) aes il
supplied by a web b A gl Ll
ong it ruoned || i
. - \ - ‘
resource, for the ) £ u -
browser to store Ao sladll ‘ﬂ" UU;“"
temporarily and return L, o) e U85
to the server on any AT 35 gl aalal
subsequent visits or llhall s el 3l S
requests. 05
Counter with A mode of operation for | 4 ) sal Jaa il dazaa Maxdl o ol
Cipher Block a symmetric key block ey Al i
Chammg-Message mphet algorithm. It o panl s | haliia
Authentication combines the 5 L e el
Code (CCM) techniques of the 7 A

Counter (CTR) mode
and the Cipher Block
Chaining-Message

Authentication Code

Gl Judisa 4305 )l 55
Gaadll 3,80 /el
sl AL L sl
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(CBC-MAC) algorithm

-

Aflaas 54y e

to provide assurance of o sulall iy
the confidentiality and
the authenticity of
computer data.
Countermeasures | Actions, devices, Sl o Jlaed | 4 il Jul g
procedures, techniques, Sl o el BN
or other measures thajt Lo Jen d)ii e
reduce the vulnerability et ot en .
of an information Ch Al Qs
system. Synonymous o -‘L’L‘}l"‘“{‘ ?Lm
with security controls pSaill jualial laa) s
and safeguards. A8 el a5 )
Credential An object that byl e Jany paic | oldie) palic
authoritatively binds an | 1<z, 5) dsedl O Lean 5 4l aad)

identity (and optionally,
additional attributes) to
a token possessed and
controlled by a person.
Evidence attesting to
one’s right to credit or
authority.

ol Al (any (5 LA
Jpea Jay Oms (ALY
Ll agh oSaly s allia
Adlaas 25 A e

Ore padd A la
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