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Abstract

Cybercrime is one of the biggest threats to modern businesses. The threat is particularly
poignant for small and medium-sized organizations (SMEs) with limited budgets and
resources to protect themselves. This leads to insufficient protection towards information
security in these organizations and to an increasing number of attacks and subsequent
cybersecurity incidents. Small and medium organizations need to invest more in this area
but this must be balanced with other business priorities. The purpose of this research is to
provide a feasibility study for this type of investment that will benefit decision makers
such as senior managers and business owners of most of Syrian organizations, especially
small and medium ones, to understand the factors that affect their decisions regarding
additional investment in cybersecurity protection. Understanding these factors will
greatly help when formulating governance policies and standards in future, as it will
contribute to overcoming obstacles towards the organization's strategic planning to
achieve integration and combination between business operation and activities of
information security program that has been adopted.

Four dimensions that define maturity level of the organization in information security
domain were selected as (1) information security governance, (2) information security
risk management, (3) resources of information security and (4) commitment and
compliance. The research decisively showed that the organization recognizes their needs
to invest in information security and they are ready for it. However, more guidance and
knowledge are required to ensure that investment targets areas with the most impact on
business.

The study concluded that information security incidents (if occured) have very serious
impact on the organization interests and business continuity including financial issues,
legal aspect and direct impact on reputation and position of the organization. The
organization has low level of maturity towards information security governance and
related risk management. This requires to allocate appropriate efforts and resources to
implement a clear information security program in which it moves from current situation
to more secure situation that has lower and accepted level of information security risks
for the organization.
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Methodology Biodiversity loss Natural resource crises
Survey respondents were asked to assess the likelihood of the individual Digital power concentration Human environmental damage
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