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Abstract:

This research aims to identify open—source intelligence (OSINT) systems and tools, their
applications and importance, and to review how they can be utilized, used and applied in
economic fields, as well as the methods and techniques used by companies to collect
information, analyze markets and make strategic decisions. It also looks at some practical
cases and scientific studies that have been applied in this field in many institutions,
universities, and banks around the world, with a particular focus on applications in the
Middle East, and how we can benefit from these systems, tools, studies, and applications in

practice.
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Cash is collected Dirty cash enters Criminals try to Money re-enfers
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from the crime source ‘clean’ investments
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Applications  Places B8 Terminal Sep 11 22:03

meab@Dakine: ~

Version check disabled.

vy & A 1 5
/

oS % = s
S S

/\\ N\
Sponsored by... JANAVAR\\ AR A
ANVAVZAN\\\\ AR VA
// // BLACK HILLS \/ \\
wnw.blackhillsinfosec. con

(recomtn
No modules enabled/installed.

[recon-ng][default] > help

commands (type [help|?] <topic>):

Exits the current context
Displays a summary of activity
Interfaces with the workspace's database
Exits the framework
Displays this menu
Creates a module index (dev only)
Manages third party resource credentials
Interfaces with the module marketplace
Interfaces with installed modules
Manages the current context options
Starts a Python Debugger session (dev only)
Records and executes command scripts
Executes shell commands
Shows various framework items
Manages workspace snapshots
Spools output to a file

workspaces Manages workspaces

[recon-ng][default] >

Recon-ng .4

CuY) e Anlaied) Slagheal geal o) Jae ) 1l

Y ladly GaladY) e jraall dagide Cauyd clile gaad Ljlira all Jad 8l :cilalal)

Wl A el Canyas cilils pand RECON-NG juan & Gldal 4S5 aadiud 1glas Jba

root@kal /Desktop# theharvester

TheHarvester .5

Warning: Pycurl is not compiled against Openssl. Wfuzz might not work correctly when fuzzing SSL sites. check Wfuzz's documentation for more information.

o SR S oS R K o SR K
*

L AS AN
PN N A
bt /7

AU I U L S B
TheHarvester Ver. 3.0.0
Coded by Christian Martorella
Edge-Security Research

cmartorella@edge-security.com
R e e e R e e R s e e e e R e e R e

*
*
*
*
-
*
*
"
*
2

Domain r
data st 2 i 1 T . google, googleCSE

linkedin, pgp, twitter,

threatcrowd, crtsh, netcraft, yahoo, all

number X EENL
via dns re and search for virtual
results into HTML xL file (both)
erform a DNS reverse query on all ranges discovered
erform a DNS brute force for the domain name
perform a DNS TLD expansion discovery

for Takeovers (80,443,22,21,8080)
y bing goes from 50 to 58 results,
google 100 t . and e t use thi ion})
use SHODAN dat

linkedin
1 500 -s 300

root@kali:~/Desktop#
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Usemname #§
Email Address @

Domain Name @

IP & MAC Address @
Images / Videos/ Docs
Social Networks @
Instant Messaging @
People Search Engines @
Dating

Telephone Numbers @
Public Records #

Business Records @

Email Search i§

Common Email Formats @
Email Verification @
Breach Data @

Mail Blackiists @

Annual Reporis #§
General Info & News @
Company Profiles @

Transportation # Employee Profiles & Resumes #§

Geolocation Tools / Maps @
Search Engines #§

Forums / Blogs fIRC @
Archives i

Language Translation @
Metadata @

Mobile Emulation
Terrorism @

Dark Web @

Digital Currency @
Classifieds #

Encoding / Decoding @
Tools @

Al Tools @

Malicious File Analysis #§
Exploits & Advisories @
Threat Intelligence @
OpSec @

Documentation / Evidence Capture #§
Training @

OSINT Framework i

Additional Resources @

General Info @

Clients @

Discovery

TOR Search @

TOR Directories #§
@ Web O Proxy

OSINT Framework .6
OSINT Framework

@ Sylva Identity Discovery (T)
@ ThatsThem

@ Hunter

@ Email to Address (R)
@ VoilaNorbert

@ GHunt (T)

@ OSINT Industries

@ theHarvester (T)

® Infoga (T)

@ Skymem

@ Epieos

@ OpenCorporates

@ Corporation Wiki

@ Data_com Connect

@ Zoominfo.com

@ Kompass International
@ Infobel

@ AHIT

@ Plonked

@ Buzziile

@ LittleSis

® Companies House

@ Hoovers

@ Corporate Information
@ Company Data Rex {EU)
@ Europages

@ Glassdoor Company Reviews
@ Owler (R)

@ Vault

® Companies In The UK
@ UK Companies list

@ UK Data

@ Orbis Directory

@ Manta Small Business Directory
@ Crunchbase

@ |ACA Dark Web Investigation Support

@ ChatGFT (R)
#® DuckDuckGo Al Chat
@ WormGPT-6 (R)
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