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Abstract

The rapid technological development and the ongoing digital transformation in Syria have
positioned Information Technology (IT) as a key component in all business sectors, especially in
banking. This technology has enabled banks to enhance their competitive edge and foster
innovation. However, investments in IT, along with the risks associated with it, could weaken a
bank's performance rather than improve it if not properly governed. Therefore, this research
highlights the importance of adopting global IT governance frameworks in Syrian banks to
achieve safe, transparent, and effective digital transformations while mitigating risks, improving

performance, and enhancing financial stability in Syria.

The research aims to assess the technological infrastructure in a specific private Syrian bank and
evaluate its suitability for applying the COBIT 2019 framework, which is widely regarded as
the most comprehensive and globally accepted IT governance framework. Additionally, the
study aims to determine the awareness of senior management regarding the importance of
adopting global frameworks for IT governance and to identify the main factors that hinder this

adoption.

The methodology employed in the practical aspect of the research is descriptive-analytical, with
a case study of a private traditional Syrian bank. Data was collected using a combination of
questionnaires and interviews with department heads in compliance, risk, auditing, IT,
information security, and human resources. Document reviews of the bank’s policies and

regulations, as well as the researcher’s experience in the banking sector, were also utilized.

The questionnaire was designed according to the COBIT 2019 framework, and the results were
measured using the process capability scale recommended by COBIT 2019, which is based on
the Capability Maturity Model Integration (CMMI). The processes were rated on a scale

from 0 to 5, with the optimal score being 5.

The research concluded that:

Vi




o The level of IT governance implementation at the studied bank is rated at 1, with a gap
of 84%. According to the CMMI-based evaluation model, this means:

o The process somewhat achieves its objectives but not completely, as it is
implemented through an incomplete set of activities that can be described as
initial or intuitive (not well-organized). This indicates a lack of senior
management awareness regarding the importance of IT governance and adopting
global frameworks in this regard.

o The level of IT management implementation at the studied bank is rated at 2.50, with a
gap of 59%o. This corresponds to level 3 (Defined) in the CMMI evaluation model,
meaning:

o The process achieves its objectives in a more organized manner, using
organizational assets and is usually well-defined. This indicates the potential for
applying the COBIT framework at the studied bank.

The research also identified that the main challenges hindering IT governance implementation
are the communication gap between the IT department and other departments, the economic and
political situation in Syria, and the emigration of skilled professionals, which has led to a

shortage of qualified personnel in the IT department.

Keywords:

Information Technology (IT), IT Management, IT Governance, COBIT 2019 Framework, CMMI
Model, Technological Infrastructure, Process Evaluation, Syrian Banks
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